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M The remote web server contains a blog application written in PHP.

ER8: The remote host is running WordPress, a free blog application written in PHP with a
MySQL back-end
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Version : 4.7.2
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B Acc application hosted on the remote web server is potentially prone to SQL injection
attack.

HBA: By sending specially crafted parameters to one or more CGl scripts hosted on the
remote web server, SiteLock was able to get a very different response, which suggests that it
may have been able to modify the behavior of the application and directly access the
underlying database.

An attacker may be able to exploit this issue to bypass authentication, read confidential data,
modify the remote database, or even take control of the remote operating system.

Note that this script is experimental and may be prone to false positives.

FESEE Modify the affected CGI scripts so that they properly escape arguments.
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Using the GET HTTP method, Sitelock found that

+ The following resources may be vulnerable to blind SQL injection

+ The 'action' parameter of the /wp-login.php CGI

Jwp-login.php?redirect to=http¥3a%2f¥2fchobimeg.me®2fwp-admin¥2fi&wp-subm
it=He3%B3%adbe3H32XbAX3RE 2Xa4He3083kb3Atestcookie=18rememberme=Tforever&
log=Bpwd=&reauth=1&action=lostpasswordzzhttpX3a%2fX2fchobimeg.me®%2fwp-ad

min#2f&wp - submit=¥e3¥83¥ad¥e3XE2Xbae3XB2Ha4¥e3HE3Xb38testcookie=18remem
berme=forever&log=8pwd=&reauth=1&action=lostpasswordyy
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